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INTRODUCTION

Oil and natural gas are key resources for the Nation 1
providing the energy needed to heat homes in the
winter and cool them in the summer, generate
electricity, and fuel private and commercial activities
such as domestic truck fleets, air travel, and emergency
response vehicles. These two industries comprise the
Oil and Natural Gas (ONG) Subsector, a critical
infrastructure of the broader Energy Sector. The U.S.
Department of Homeland  Security  (DHS),
Cybersecurity and Infrastructure Security Agency
(CISA) T responsible for providing strategic guidance as
assigned under the Homeland Security Act of 2002 i
published guidance identifying oil and natural gas
operatorsasfiEssent i al Critical

for the energy industry.

The diversity and complexity of these two value chains
are often difficult to explain and understand. Starting at
the well-head, the molecules of energy traverse major
operational segments before being consumed by end
users. Figures 1 and 2 are schematic representations
of each value chain. These major operational segments
and the placement in their respective value chains
provide the context to understanding the impact, both
upstream and downstream, of COVID-19. Though the
adversity and the challenges vary across the segments,
the single, over-arching commonality is these industries

are operating in a dew normaléand will be for months.

The i ONG -1€ ORdsgonsible Recovery
Compendi umo i moviderstakeholdessdromnt
federal, state, local, tribal, and private sector an
overview of the challenges facing the different
segments of the oil value chain, natural gas value chain,
and the by-product value chain as the demand for fuel
increases for travel, manufacturing, commercial
business, power generation, etc., and innovative

actions being employed for responsible recovery.

Shared Responsibility on the Road to
Recovery

Government Leadership
The government 6s r od{l%responsible h

recovery is tantamount to the role of the industry operator.
Timely and credible data provided by federal, state, and
local governments are criticaltoanoper at or 6 s d
ramp-up essential work and phase in non-essential work.
Inconsistent information from the government could result
in misinformed business decisions that impact the welfare

of employees, contractors, and the general public.

Federal and state governments also play a central role in
encouraging manufacturers to produce the necessary
volumes of vital health testing and protective supplies
including, COVID-19 testing, facial coverings (flame
resistant rated and non-flame resistant rated), disinfectant,
and thermometers for daily health screenings. These items
are particularly important as a major segment of the ONG
subsector works in critical control rooms, field operations,
maintenance and construction, and areas which have
limited options for social distancing or other preventive
measures. Recognizing allocation of such supplies has
historically been at the state-level, there remains a need for
federal coordination in this unprecedented event since the
majority of ONG infrastructure is not confined by state
borders.

EnforcemenDiscretion
Many ONG segments are operating under temporary

agency enforcement discretion policies toward conducting
non-essential compliance activities that were made difficult
during the height of the pandemic. Government should
consider appropriate timelines in the phasing-out of these
policies so not to cause an unmanageable surge in
demand for the equipment and expertise to perform these
compliance activities.  For example, agencies have
provided relief from certain personnel re-training and re-
qualification regulations, and it will take many months after
social distancing restrictions are relaxed to fully resolve the
training and qualification backlog. Further, agencies may
consider temporarily allowing alternate inspection
methods, e.g., in-service tank inspections as opposed to
out-of-service tank inspections to limit system downtime.
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https://www.cisa.gov/publication/guidance-essential-critical-infrastructure-workforce

Figure 1: Major Operational Segments of Oil Value Chain
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For the most part, the business enterprise workforce
for these value chains have teleworked or employed
other mechanisms to continue office work remotely.
However, employees, including but not limited to, field
personnel, facility operators (e.g., control room,
terminal, natural gas storage, compressor station,

refineries, propane storage tank farm, and liquified
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natural and retailers, technicians, and

gas),
deliverers, are among the thousands who continued
to work in their pre-COVID-19 roles, while practicing
COVID-19 health countermeasures. Appendix A
contains tables that detail the operational realities and
challenges faced by major operations segment of

each value chain.
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Propane is one of many important by-products of the
oil and natural gas value chains, providing fuel for
residential and commercial end users and serving
agricultural communities across the U.S. Because
major operational segments associated with propane
deviate from the oil and natural gas value chains
starting midstream, Appendix B contains a graphic
illustrating the propane path and a table detailing

propane-specific operational realities and challenges.

This compendium is tailored to unique challenges of
the overall ONG subsector. Common challenges
faced by all infrastructure sectors, such as office re-
entry, business travel, technology, etc., are not

discussed.

INNOVATIVE MEASURES

The ONG subsector has implemented innovative
measures to protect its employees while continuing
the safe and reliable delivery of energy sources for
the country. Government should also continue to
support innovative approaches to accomplishing
compliance activities in accordance with social
distancing restrictionsd such as conducting training

and qualification activities virtually.

Examples, include, but are not limited to:

1 The use of N95 respirators or other non-medical
masks in tasks not normally requiring them for
routine work, such as entering homes to perform
natural gas or propane distribution system safety
work, and the appropriate use of masks in control
rooms and in maintenance work where social
distancing is not feasible

1 Innovativeuseofiibar ri ewakplace n t he

o Placing barriers between workers in control
rooms and other operating locations
o Placing barriers between the customer and the
retail clerks in convenience stores and retail
offices
1 Partnering with the U.S. Coast Guard/Customs and
Border Patrol to ensure foreign marine vessels and
their crews did not pose an exposure threat to the
U.S. workers early in the outbreak and going forward

1 Ensuring Disaster Recovery Plans are robust and
capable of handling the telework volume with
minimal interruptions

1 Engagement with federal partners in ensuring
cybersecurity protocols are updated

1 Information sharing through the Oil & Natural Gas
Information Sharing & Analysis Center (ISAC) and
the Downstream Natural Gas ISAC

I Staggering work schedules to minimize contact
among workers

1 Using Computer-Based-Training technology

9 Utilizing electronic communication in lieu of paper
delivery confirmation notices and invoices to reduce
potential person-to-person contact

NATIONAL RESPONSE FRAMEWMEBRK

The ONG subsector continues to support the NRF
through the Emergency Support Function #12 1
Energy Annex (ESF12) activities at the federal and
statelevel. An d u s t r y isdamilidr &ith thesNRF,
and the role industry plays in the framework. The NRF
has been utilized during other natural and man-made
emergencies. In addition, the ONG Subsector
Coordinating Council plays a critical role in the
public/private partnership with DHS, the Department
of Energy, and the Cross-Sector Council through the

Critical Infrastructure Partnership Advisory Council.

POSANITIAL PANDEMIC PHASE

Recognizing warnings of the Centers for Disease

Control and Prevention regardingt he O6second

of the COVID-19 epidemic, the ONG subsector is
planning appropriately. Industry continues gathering
and analyzing data on the spread of the virus to allow
informed decision making. As such, the reliability of
the data shared by the government is integral.
Further, leveraging t h e ONG
knowledge of COVID-19 countermeasures, e.g., social
distancing, teleworking, innovative staff scheduling,
the use of appropriate PPE when necessary, and
continual health screenings, may help minimize the
impact from the next phases of COVID-19.

subsector s


https://ongisac.org/
https://ongisac.org/
https://www.dngisac.com/
https://www.fema.gov/media-library/assets/documents/117791
https://www.fema.gov/pdf/emergency/nrf/nrf-esf-12.pdf

Oil & Natural Gas COVID-19 Responsible Recovery Compendium
Appendix AT Operational Realities and Challenges Associated with Oil & Natural Gas Value Chains

Table 1 is a matrix of the different segments of the oil value chain and associated challenges confronting each for responsible recovery.

¢ Offshore

for personnel and supplies

1 Lost knowledge assets each time
industry downturns

1 Direct & indirect cost to recovery for
each location affected by quarantine
conditions

1 Transportation offshore via crew boats or helicopters
from shorebases

9 Shift from 14/14 to 28/21day (on/off) schedules

9 Crew impacts from scheduling changes andgteh
quarantines

1 Development oformal quarantine response plandim
an operational/production perspective

Social Distancing
1 Social distancing on platforms, flotels, rigs and living
quarters located on offshore facilities

1 Living/working in shared atonditioning

1 No formally designated quarantine space witbsitive or
negative pressure rooms with secondary ventilation

PPE/Cleaning Supplies:
1 Access to PPE, disinfectaand other itemsfor safe work
environment and response tuspectedllness

9 Formaleducation & training for all persons on the
significance of plan and changes, how to Bafeuse
masksandhow to keep family safe while offshore

Medical Capability/Capacity:

1 Facilities not designed to treat outbreaks

1 Many facilities do not have megil personnel on site
exposure risk of singular medical provider for thaksat
have medical personnel aite

1 Underlying respiratory conditions (allergies, chronic
smoker, etc) can potentially mask COVID symptoms

1 Limitations of testing, i.e.,@gative test today, does not
mean negative tomorrow

Oil Value Chain Operational Reality Challenge Mitigation Strategies
Operational Segments
Drilling & Production | T Reduced activitylogistics challenges| Logistics 1 Use ofappropriate level of filtration IEPAor similar) or

ventilation space treatment

1 Increased rotation days reduces the number of crew
changes and reduces the number of personnel requir
pre-hitch quarantines, etc.

1 Reduce load on helicopters

1 Crossing state lineapproved by managed workers
using company related documentatioe.g.,letters)

1 App based, smart phone questionnaire process, not
spreadsheet process

1 Improve scope of occupational medical geiflance to
include related symptomssuch asearing
conservation, chemical exposure history, etc.

1 Daily temp check for first-8ays of each hitch (or every,
day for shortterm workers) for all new arrivals, then
weekly.

1 Perpetual/longacting disinfection protocol/plan

1 Gonduct quarantine drills to help site leaders better
understand steps necessary to contain outbreaks

1 Mask requirementvhilein transit to/from location
1 Reinforce hygiene training and sanitation protocols

9 Gontinued screening at heliport/dock locations with
follow-up wellness check at worksite locations

1 Antibody screeningwhere availableat heliport/dock
locations

1 Return toWork CriteriaCfor employeesand contractors
with confirmedCOVIEL9 (tested)

TWwS G dzNy G2 for énilllyees ahBl dorSriidiots
with suspected COVHDO (untested)

! The mitigation strategies listed represent a sampling and may not be applicable to all operators represented by the apsegfinent in which the strategy is listed.
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Oil Value Chain Operational Reality Challenge Mitigation Strategies
Operational Segments
Drilling ¢ Onshore 9 Demand decrease Logistics 1 Increased rotation day® reduce the number of crew

1 Reduced rig count

9 Transportation tadrilling locations
9 Statecrossing restrictions
9 Reduced commercial aviation schedules for crew char

9 Shift (14 day on/off) schedules and crew impacts from
illness

PPE/Cleaning Supplies:
9 Access td®?PEdisinfectant other items to ensure safe
work environment and response tuspected iliness

changes and the number of personnel requiring-pre
hitch quarantines, etc.

9 Increased use of automation to reduce the number of
personnel required on site.

9 Continue to defer noressental activities
12 2NJ] o NNR S Ndgghbdkd OSR Ay
1 Appropriate disinfection between shift changes

1 Maintain social distances when possible if noings
masks

Production 1 Shutin of some production Logistics: 1 Screening questionnaire prior to shift
9 State crossing restrictions 9 Frac Command@enter
o disinfection of work stations after shifts (or utilize
machinecovers that can be easily wiped down)
o HEPA air filter
0 barriers separating works statiomghere social
distancing is not possible or wearing masks
Refining 9 Springturnarounds which requires | Logistics: 1 Screening questionnaire prior to shift
large volume of shorterm contract |  State crossing restrictions for workforce to get to the 1 Increased number of buses to allow for proper social
employees refineries distancing when the contracted workforce is
1 Vendor availability for key services such as inspection| transported to and from the facilityuse of masks
and specialty maintenance is questionable at times 9 Staggered lunch times and large eatargas where
1 Ensuring safety and health of workers alrvolume employees maintain social distancing
pedestrian entr_ance_vithout impacting business needs t q Temperature gate checks being performed (either by
get workers to job site thermometer or in some cases by thermal cameras)
Social Distancing: 1 Proper PPE supplied according to CDC guideliaking
1 Social distancing is challenging during turnaroumilgen into consideration
the volume of workers onsite 1 Proper and frequent cleaningd disinfecting protocols
. . for workspaces
PPE/Cleaning Supplies: p _ o
1 Access to masks and disinfectant for the large volume| 1 Openadditional gates to the refinery tdistribute
short-term contract employees concentrations ofvorker ingress/egress
Transportationg 1 Increased dmand for trucking Logistics: 1 Use of screeninguestionnaires prior to shift
Pipeline, Marine, operations, which will require 1 Maintenance and repair crews challenged when crossi 1 Selfscreening measures for driver trainees
Motor. Rail training new drivers and hanesn states or localities with travel restrictions

training
1 Many assets in remote locations

1 Workforce optimizatiorto coverlarge operational area

9 Ensuring workers with specialized qualificatians
cannot work remotely (e.g., control room operators) ar

protected at work locations

1 Partition drivers, contractors and delivery personnel
from the facility personnel

1 Ensue personnel and vehicles are properly identified
and carry appropriate travel documentation.

1 The mitigation strategies listed represent a sampling and may not be applicable to altageepresented by the operational segment in which the strategy is listed.
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https://www.osha.gov/SLTC/etools/oilandgas/illustrated_glossary/doghouse.html
https://www.osha.gov/SLTC/etools/oilandgas/glossary_of_terms/glossary_of_terms_s.html

Oil Value Chain
Operational Segments

Operational Reality

Challenge

Mitigation Strategiest

Transportationg
Pipeline, Marine,
Motor, Rail

602y G QR

(list continues from previous page)

1 Restarting maintenance and
construction work deferred during
height of pandemic

(list continues from previous page)

Social Distancing:

1 Social distancing is challenging fertain activitiessuch
as driver training

1 Difficulty social distancing during some jobs requiring
multiple operators in close quarters (down hole well
inspections)

PPE/Cleaning Supplies:
9 Access to masks and disinfectant

(list continues from previous page)

1 Prioritize essential work, explore technoleggsed
alternatives where possible, and communicate new
work plans with appropriate regulatory agencies

1 Limit site access to essential workers, and separating
essential workes into separate shifts and locations

1 Work withfederal and state governments to coordinat
the flow of testing equipment and PPE to essential
critical infrastructure workers

Storage & Logistics

1 Increased volume of barge and truc
operators

9 Increased interactions with
transportation companiesg U.S. and
foreign

1 Clearing storage volumes before
production and refining can come
fully back orline

1 Decreased storage capacity due to
increased supply accompanied by
decreased demand for pduct

Logistics:

1 Providing the right kind of storage where needed

1 Continuing to meet safety and environmental needs su
as driver safety training

1 Inability to empty tanks of winter blend gasolines in
order to fill them with summer gasolines

1 Protection of terminal operators and tank truck drivers

1 Critical vendors and supplies being stopped during sta
lockdowns

1 Receiving domestic & foreign vessels

Social Distancing:
1 Amplifying existing protective measures already in plaf

PPE/Cleaning Supplies:
1 Access talisinfectants, hand sanitizers, masks, nitrile
gloves and thermometers

Medical Capability/Capacity:
9 Ambiguous and expansive list of Governor and Health
Department executive orders

1 Uncertain éfectiveness ofequirements for mandatory
Active-Screening of employees

1 Use of inservice inspection of seals for internal floatin
roofs

1 Adjust tank characteristics to increase working volum
in storage tanks

1 COVIBEL9 screening of personnel coming irteyminal

1 Cmtinued social distancing between drivers, operator
and other employees

1 Finding alternatives to direct contact for
documentation, such aBroduct TransfeDocuments
(PTDsand bills of lading

1 U= ofidled pipelines as short term storage

9 Continuedenforcement discretiorirom regulatory
agencies to empty winter gasoline from the system tg
make way for summer gasoline

1 Computer based/remote training
1 Regular and repetitive cleaning of high touch surface
1 Identify and asistvendorsobtain travel documentation

1 USCG approval of alternative means documenting
vessel and transfers to limit persda-person contact

1 Monitor statewide and county executive orders
9 Use of faceshields as a substitute to masks
1 Implement contact tracing protocols

1 Identify strike-teams to deploy and maintain critical
operations

1 The mitigation strategies listed represent a sampling and may not be applicable to altageepresented by the operational segment in which the strategy is listed.
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resume

1 Increased demand for trucking
operations, which will require
training new drivers and hanems
training

9 More interaction at terminals

1 More replacement drivers needing t
be carded, which requires esite
one-on-one training

1 Maintaining and revising anti COVID
19 procedures, where necessary

1 Revision or extension of protocols fo
customer interactiory, for drivers
and the heating oil and retail gasolin
stations

Oil Value Chain Operational Reality Challenge Mitigation Strategies
Operational Segments
Petroleum Marketing | 1 Inspections and certifications will Logistics: 1 Agency discretioextending inspections and

9 Operators face unknown expectations from governmel
asthe backlog of inspectioresre addressed

9 State crossings restrictions

1 Need for agency enforcement discretioggarding the
inability to empty tanks of winter blend gasoline in orde
to fill with summertime low RVP blends mandated by I;

Social Distancing:
1 Social distancing is challenging for certain activities su
as driver training

PPE/Cleaning Supplies:

9 Access to masks and disinfectant feplacement drivers
(including heating fuebeingtrained in order to be
carded at specific terminals

1 AC & heating fuel technicians need access to N95 may
face shields, and goggles since they go into homes to

make repairs

certification renewal dates may be required
9 Screening questionnaires for drivers

1 Driversdiscouraged from enterinthe stores during
unloading time

1 Pens used for signing paperwork are not shared and
disinfected after every use

9 Drivers that share trucks and trailers disinfect all

1 Routine cleaning of frequently touched surfaces with
disinfectant spray throughout a driver shift

9 Customers should wear masks, should not interface
with the technician, and stay in another room

1 Handle billing and receipts electronically

Table 2 is a matrix of the different segments of the natural gas value chain and associated challenges confronting each for responsible recovery.

Natural Gas Value Chail
Operational Segments

Operational Reality

Challenge

Mitigation Strategies

Drilling & Production

Refer to oil value chain onshore and
offshore drillingand production

Refer to oil value chain onshore and offshore driltmgl
production

Refer to oil value chain onshore and offshore driltmgl
production

Transmission &
Storage

1 Many assets in remote locations

1 Restartingmaintenance and constructior,
work deferredduring height of pandemic

Logistics

1 Workforce optimization for large operational area
coverage

1 Ensuring that essential workers with specialized

room opemtors) are protected at work locations

Social Distancing:

inspections)

PPE/Cleaning Supplies:
9 Access to COVAI® testing, faciatoverings,
disinfectant, thermometers, and other safety and
health supplies

qualifications who cannot work remotely (e.g., contrg

9 Difficulty social distancing during some jobs requirin
multiple operators in close quarters (down hole well

1 Prioritize essential worlexplore technologypased
alternatives where possibland communicate new
work plans with appropriate regulatory agencies

1 Limit site access to essentiabrkers, and separating
essential workers into separate shifts and locations

1 Work withfederal and state governments to
coordinate the flow of testing equipment and PPE to
essential critical infrastructure workers

1 The mitigation strategies listed represent a sampling and may not be applicable to altageepresented by the operational segment in which the strategy is listed.
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Natural Gas Value Chail Operational Reality Challenge Mitigation Strategies
Operational Segments
Distribution 1 Increased #ect interface with Logistics 1 Increa® public awareness and communicatiofthe

customersandaccess to residence (e.g.|
odor andleakinvestigation meter
maintenance corrosionassessment

1 Restarting @ferred service workhat
requiresaccesgo customer residence

1 Restartingcapitol work(e.g., @celerated
main replacement programs)

9 Increased volume of-8-1 tickets and
reduced staff to handle tickets

1 Control room management with
increased volume of employees
(available PPE, designated entry way a
office space)

1 Shutting off and turning back on
customer service for completion of
maintenance projects

1 Coordinating with other utilities or public
services (e.g. highway departments) to
complete maintenance and sometimes
capital projects

1 Opening customer service centees
stay-at-home orders in states are lifted

1 Installing appliances in customer homes

1 Residential access restrictions enforced by
homeownerpreventing gas service to complete
projector conduct leak/odor investigation

1 Potential sipplychain impact on parts requiring long
lead time (ex: large fittings, valves)

1 Limitedavailability of contractorshat perform
specialized task&.g.,in-line inspections, high
pressure main stopffs, tapping, stopple fitting)

1 Increase potential for thirgbarty excavation damage
from third-partiesnot willing to wait for line marking

Social Distancing:

1 Social distancing of utility crews eoute to worksite

1 Social distancing during some jobs requiring multiple
operators in close quarters (lea&pair, main tieins,
vault maintenance)

PPE/Cleaning Supplies:

1 Access to Frated maskdor field service technicians
conducting leak investigations and field cremsrking
in physically close environments

9 Access to hand sanitizer

shortage ofstaffingresourcesfor conductng 8-1-1 line
locatesandlongerthan normalticket response time

9 Outreach with local and statguthorities regarding the
dzii A £ A (0 @ Qa&, intliihgsPBE challersiahd: y
accompanying implications

1 Equipcustomer service regesentativeswith scripts to
better inform the customenf expectationsn advance
of thefield techicianarrival; alsqrepare field
technician with talking points

1 Identify alternatemechanisms in place of crossing thi
residential threshold for monitoring the pipeline
system

1 Constructioncrews contitie to take separate trucks

1 Leverag communicationtechnologyfor remote
accessand resolutiorrather thanonsite work

1 Identify control roomtasks that may be remotely
monitored (e.g.,responding to alarms)

1 Reprioritiz discretionarywork to addressesource
challengs and training constraints

1 Reassigwork duties tooperator qualified personnel
(contractor and companygs approprige

1 Bring back retired personneg(g., retired Quality
Assurancenanager)

1 Reprioritiz integrity managementelated leak repairs
as appropriate

1 Redue the number of contractors working on syster
minimizes exposurehile allowingwork to continue

1 Install barriers, such as plexiglaBstween customer
and utility worker

1 Qustomer interactiondimited to drive-through service

1 Bectronic billing

1 Use of masks when requesting residential access

1 Follow CDC recommended hygienic protsqaidior
and post entry

Supplemental Gas

LNG/LPG

1 Yearly Maintenance
1 Refueling
1 Daily operatios

Logistics
1 Availability and willingness of LNG resupply tankers
9 Ordering spare/repair parts

Social Distancing
1 Refueling LNG or propane tanks requiring interactiol
with tanker driver

9 Sharing ofueling hose

1 Implement refueling social distancing and cleaning
guidelines

1 The mitigation strategies listed represent a sampling and may not be applicable to altageepresented by the operational segment in which the strategy is listed.
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Oil & Natural Gas COVID-19 Responsible Recovery Compendium
Appendix BT Propane

Figure 3: Operational Segments of Propane Distribution Path



